PHILIPPINE DICT / IT LEGAL ARCHITECTURE MAP

ENTERPRISE ARCHITECTURE VIEW OF LAWS, POLICIES & DIGITAL GOVERNANCE ECOSYSTEM

FOUNDATIONAL

ENABLING

DICT ACT OF 2015

RA 10844

Establishes DICT as the
primary ICT policy, planning,
coordinating and implementing

agency of the Executive Branch.

/-\ FREE INTERNET ACCESS
IN PUBLIC PLACES ACT
T Ratoes
Mandates free internet
access in public places
nationwide.

DeLE-

Mobile - Web - Kiosks - APis

CONNECTIVITY &
INFRASTRUCTURE

RA 12234, RA 10929
Promotsts nationwide connectivity,
open data transmission frameworks
and public internet access.

DIGITAL IDENTITY &
TRUST SERVICES

+
Enables trusted digital identity,
SIM-based identity assurance,
e-signatures and digital trust.
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E-GOVERNANCE ACT
RA 12254
Institutionalizes e-Governance,

interoperability, ICT standards,

data governance and digital
transformation in government.

SIM REGISTRATION ACT
RA 11934

Requires SIM registration to
improve security, accountability
and digital service delivery.

ENTERPRISE ARCHITECTURE VIEW -

DIGITAL GOVERNMENT
*-‘\
RA 12254

Drives digital transformation,
interoperability, shared services
and ciizen-cernc delivery.

RA 12234

Establishes a comprehensive
data transmission and
connectivity framework and
strengthens DICT & NTC roles.

INTERNET TRANSACTIONS ACT

RA 11967

Regulates internet transactions,
online platforms and digital

consumer protection.

HOW LAWS WORK TOGETHER
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RA 11055, RA 11934, RA 8792 . .

DIGITAL ECONOMY &
DIGITAL COMMERCE

®  RAB792, RA 11967, RA 12023
Enables e-commerce, protects

consumers and ensures fair

digital market participation.

NATIONAL
«-A DIGITAL ECOSYSTEM

Inclusive = Trusted « Secure
Interoperable « Innovative
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INTEROPERABILITY & STANDADDS
RA 12254 | Open Standards, APIs, Data Exchange, Metadata, Identity Federation

CLOUD-NATIVE REFERENCE ARCHITECTURE FOR GOVERNMENT DIGITAL PLATFORMS
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API & INTEGRATION LAYER

APl Gateway = Service Mesh
Event Streaming - ESB

APPLICATION SERVICES

Containers
Saas

Microsenvices. *
Serverless -

DevSecOps & Automation

DATA & Al PLATFORM

I IR

Data Lake -

AML = Ang

ota Warehouse
Knowdedge Graph PKI

Ci/CD | IaC |

1AM - Zero Tr

SECURITY & IDENTITY

LEGAL FOUNDAT]ON LAYER Key Republic Acts & Executive Orders shapmg DICT and the Phrl\ppme Dlgnal Ecosystem
CONNECTIVITY ACT

VAT ON DIGITAL SERVICES
RA 12023

Provides tax framework for
non-resident digital service
providers & digital transactions.

E-COMMERCE ACT
RA 8792

Recognizes electronic
documents, -
and e-transactions; enables
digital commerce.

signatures

EXECUTIVE ORDER 58 (2024)
National Cybersecurity Plan
2023-2028

Adopts the NCP and directs DICT
to lead implementation, monitoring
and review.
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DATA PRIVACY ACT S PHILIPPINE
RA 10173 RA 11055
Protects personal information Creates the national digital
in government & private sector identity foundation for secure
systems; promates privacy by and seamless transactions
design and accountability. across seclors.
EXECUTIVE ORDER 170 (2022) EXECUTIVE ORDER 59 (2024)
Digital Payments for Streamlining Digital Government
Government Payments / Transactions
Directs the adoption of digital Further streamline
payments for government government transactions and
collections & disbursements. e-commerce related processes.
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Al GOVERNANCE & RESPONSIBLE Al
DATA GOVERNANCE &
PRIVACY National Al Strategy Roadmap 2.0 4---»
RA 10173, RA 12254 ++ @ National Al slmeeg(-::ethics, 4
Ensures privacy, data protection, governance, generative Al readiness.
ethical use of dota and strong
govemance frameworks Philippine Al Program Framework (DOST)
5 Development, deployment, and
[ governance of Al e
D
1’ les| | O RA 12254 - E-Governance Act
RANIRESS ) I" ” Digital governnent standards,
Supports RBD, Al adoption, == interoperability, accountability, AR 4
emerging tech governance citiren-centered services.
and innovation ecosystem, )
- < RA 10173 - Data Privacy Act
DIGITAL PAYMENTS & | @ Privacy-by-design, lawful use
FINANCIAL INFRASTRUCTURE | of personal data, data governance. d===p
EO 170 (2022), EO 59 (2024), ™
RA 8792, RA 12023 EO 58 (2024) - National Cybersecurity
Promotes digital payments, | Plan 2023-2028
efficlent transactions and Al/cyber resilience, model security,
efficient public finance. secure digital platforms. =
Ethics + Transparency * Accountability - Privacy
Human Oversight - Security « Model Risk Management

INFRASTRUCTURE (CLOUD-NATIVE)

Hybrid / Multi-Cloud - Kubemetes
Auto-Sculing = Observabiity

Monitoring | FinOps
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Al, KNOWLEDGE GRAPH & MODEL EXPLORATION
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ENTERPRISE KNOWLEDGE GRAPH
Unified view of laws, policies, agencies, data, services
and infrastructure relationships.

Al & ANALYTICS CAPABILITIES
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Scenario

Modaling

Analysis

Benefits: Better Decisions - Risk Reduction - Pol
Innovation Enablement « Data-Driven Gor

CROSS-CUTTING GOVERNANCE PRINCIPLES
Citizen-Centric
Data-Driven Decisions and policies enabled by trusted and quality duta
Secure & Resilient  Security, privacy and resiience by design.
Interoperable & Open Open standards, APls and shared services for collaboration.

Sustainable & Scalable Future-ready, cost-efficient and environment-conscious sokutions.
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